« ABOUT

Almost three decades hardening Linux systems, automating cloud plat-
forms, and shipping production under audit. From regulated fintech to
global telecom, the through-line is the same. Secure by design, observ-
able by default.

Laurent Luyckx

SYSTEMS & INFRASTRUCTURE = EXPERIENCE
ENGINEER

LINUX-FIRST « SECURITY-FIRST

= Principal Systems & Infrastructure Consultant 2019 to Present
BeSysLin- Part-time freelance- Brussels

B8 CONTACT / Technical:

v .
Ll n2le@lsEayaliee e Architected, designed, and configured the complete infrastructure of an elec-

Q Brussels, Belgium tronic voting platform operated in a highly sensitive environment, covering

. _ hardened Linux hosts, strict network segmentation, and fully automated pro-

& besyslin.com visioning.

M LinkedIn o Configuring self-hosted, open-source large language models (LLMs) for
client use cases in education and the public sector.

08 LANGUAGES « Conducted a complete audit of a network and infrastructure architecture,
French Native (C2) probing for vulnerabilities and segmentation bypasses to verify that the iso-
English Fluent (C1) lation designed on paper was comprehensive and actually enforced.
ltalian Fluent (C1) %@ Business:

DUiEn ComErEiael () » Safeguarding public trust in a democratic process by making the voting plat-

form verifiably secure, available, and auditable.
#% CERTIFICATIONS v

@ RHCE » Bringing Al capabilities to schools and public institutions without handing sen-

sitive data to third-party cloud providers.
Red Hat Certified Engineer party P

» Giving the client documented assurance of where its network segmentation
® VMware vSphere ICM held, where it could be bypassed, and what to fix first.

Install, Configure, Manage » Coaching engineering teams on SRE practices, SLO definition, and produc-
tion incident readiness.
ITIL Foundation 5 .
© i . [+ Senior Systems & Infrastructure Engineer 2019 to Present
IT service management foundations

Sportradar- Full-time

@ Sun Solaris 8 Sysadmin % i
Parts | & Il Sun certified

e Managing a fleet of 1,200+ Linux servers in a fully automated manner, from

provisioning and deployment to rolling updates, driven by infrastructure as

¥ AWARDS code.
¥ Helped launch FOSDEM  Running the large-scale observability and alerting stack on Prometheus,
Technical team for Europe’s flagship Grafana, Fluentd, Alertmanager, and Karma, keeping every server observ-
open-source conference since its OSDEM able and every incident actionable.
days (1999) e Tuning Linux systems for NVIDIA GPU and machine learning workloads.

B INDUSTRIES - B
@ Fintech o Keeping a platform of 1,200+ servers evolving safely with a small team, be-
® Media cause no change depends on manual work.
® Telec.:om o Standardised server configuration so environments stayed consistent and
@® Public sector changes rolled out the same way everywhere.

e Shortening detection and resolution times so that platform issues stay invisi-
ble to end users.

e Enabling machine learning teams to exploit GPU capacity without owning the
infrastructure complexity.
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== Senior Systems & Network Engineer 2017 to 2019
Anytime SA- Full-time
# Technical:

e Built monitoring of the CentOS / Debian server farm with Telegraf, InfluxDB,
and Grafana.

o Authored Ansible-driven deployment automation for Prod and Preprod envi-
ronments.

» Deployed master/slave pfSense firewall pairs and hardened the platform with
the OSSEC IDS.

1@ Business:
* Modernised an early-stage fintech platform under day-one regulatory and
uptime expectations.

* Made releases predictable and repeatable, shrinking the gap between devel-
opment and production.

» Strengthened the security posture expected of a payment institution through
redundant firewalls and intrusion detection.

® Senior Systems Engineer 2015 to 2017

Wolters Kluwer Transport Services- Full-time
/& Technical:

» Migrated legacy Puppet modules into Ansible roles, reducing configuration
drift across the estate.

» Centralised log gathering and analysis across Apache, Postfix, Dovecot, and
WebLogic including Oracle DB sources.

» Configured and administered FreelPA servers and a RHEL/CentOS observabil-
ity stack on Collectd, InfluxDB, and Grafana.

1IQ! Business:

e Turned scattered application and database logs into one searchable place,
making incident diagnosis faster.

o Improved day-to-day operations with clear metrics dashboards and centrally
managed user access.

a5 Senior Systems Administrator (BE / UK) 2005 to 2014
Easynet NV/SA- Full-time

Operated large-scale virtualisation across BE/UK data centres; designed redun-
dant LDAP and DNS platforms; ran the HMC (Hosted Microsoft Exchange) proxy
at scale and led security audits across customer-facing fleets.

© Senior Unix & Security Administrator 2002 to 2005
Tiscali Belgium NV/SA- Full-time

Designed and ran secure mail and centralised LDAP for nationwide ISP scale;
software load-balancing with LVS; MySQL clusters powering the IDOOL Flemish
TV show; Network Appliance storage clusters.

O Earlier roles 1999 to 2002
Isabel SA/NV o LinkLine SA/NV (Freegates)
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SMTP / POP3 / IMAP services for ~100,000 mailboxes at LinkLine (Freegates),
the first free internet access provider in Belgium; free-hosting web estate and
monitoring; operational tooling and backup management at Isabel.

<[> SKILLS

= Linux & Platform & Web, Cl & Delivery
Debian / RHEL / CentOS 00000 Apache / Memcached / acme.sh 00000
Sun Solaris (certified) 00000 GitHub Actions / GitLab CI 00000
VMware ESXi /[ KVM / Xen 00000 Git/ SVN / CVS 00000
QEMU / LXC / Clonezilla 00000 Terraform 00000
Docker / Podman / Proxmox VE 00000

. © Observability, Storage & Data

AR PRIt FEeher AL AL Prometheus / Grafana / Loki 00000
Bash [ Perl [ sed [awk AL Elasticsearch / Logstash / Kibana 00000

€ Networking, Mail & Security Nagios / Munin / OSSEC / Collectd 00000
Bind / PowerDNS / Unbound 00000 Fluentd / Alertmanager / Karma 00000
dnsmasq / nftables 00000 PostgreSQL / MariaDB / Galera 00000
Postfix / Exim / Dovecot 00000 Redis / Kafka 00000
Nginx / Keepalived / Squid 00000 MinlO / DRBD / Burp 00000
WireGuard / OpenVPN 00000 NetApp / HP 3PAR 00000
iptables / pfSense 00000
tcpdump / Wireshark / nmap 00000
mtr / iperf3 00000
Fail2ban / CrowdSec / Suricata 00000
Wazuh / Lynis / auditd / Trivy 00000
OpenLDAP / FreelPA / Keycloak 00000
TCP/IP « IPv6 « VRRP 00000

= EDUCATION

Il Industrial Computing - Systems, networks, programming 1995 to 1999

ESI Haute Ecole de Bruxelles
¥ HOBBIES
¥ Passionate about new technologies @ Sports: cycling & fithess JJ Music: jazz, fusion & many other styles

‘@ Time with friends and family
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